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CCBE letter on the protection of confidentiality of lawyer-client communications in the context of the proposal
for a Regulation laying down rules to prevent and combat child sexual abuse

Dear Mr Brock Laursen,

I am writing to you on behalf of the Council of Bars and Law Societies of Europe (CCBE) which represents the Bars
and Law Societies of 46 countries, and through them more than 1 million European lawyers. The CCBE is
recognised as the voice of European lawyers, representing European Bars and Law Societies in their common
interests before European and other international institutions. Defending human rights and the rule of law are
central core values of the CCBE.

The CCBE has been following the legislative work on the proposal for a regulation laying down rules to prevent
and combat child sexual abuse since the beginning of the legislative process. The CCBE considers that child sexual
abuse is a particularly serious and heinous crime and fully supports the objectives to combat such crime and the
adoption of specific measures to prevent and fight it. However, the CCBE has serious concerns over the latest
proposals from the Danish Presidency which impact the protection of confidentiality regarding lawyer-client
communications and more broadly other fundamental rights, such as the right to privacy.

The CCBE previously elaborated on these concerns in our position paper and, given the recent proposals in the
Council, it would like to reiterate its arguments set out therein and in our two previously sent letters (dated 10
23 August 2023 to the Spanish Presidency and June 2024 to the Belgian Presidency).

First and foremost, the CCBE does not believe that any procedural safeguards can overcome the serious
infringements of the fundamental rights of citizens by some of the proposed mechanisms such as the broad
scanning of data, including the right to confidential communication with their lawyer. In this sense, we strongly
believe the proposal should be re-evaluated.

We urge Member States to include provisions in the proposal to safeguard the protection of confidentiality of
lawyer-client communications. Such provisions are an essential cornerstone to ensure the existence of a proper
—and just — functioning legal and judicial system. The importance of these provisions is reflected in the law of all
European countries and the well-established case law of the Court of Justice of the EU (CJEU) and the European
Court of Human Rights (ECtHR). The CCBE notes that the compromise text refers to the protection of professional
secrecy in one of its provisions, however, at the same time it includes several solutions that would go against
such protection.

The current compromise text in its Article 10 maintains the earlier proposals that the detection orders would
apply to end-to-end encrypted services through client-side scanning. The CCBE would like to reiterate the
concerns of the scientific community and digital rights organisations’ warnings against the risks of client-side
scanning to the security and privacy of communications. The CCBE would also like to recall that in its 13 February
2024 judgment in Podchasov v Russia, the European Court of Human Rights stated that: ‘Weakening encryption
by creating backdoors would apparently make it technically possible to perform routine, general and
indiscriminate surveillance of personal electronic communications. Backdoors may also be exploited by criminal
networks and would seriously compromise the security of all users’ electronic communications.’ (paragraph 77)

Moreover, the current compromise proposal maintains the provisions for user consent for specific detection
functionalities (Recital 26a and Article 10). As set out in the text, it is unlikely that the conditions for consent
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meet the standards of the General Data Protection Regulation (GDPR) Article 7 and the associated guidance of
the European Data Protection Board (EDPB) and especially the conditions of ‘informed and freely given consent.’

We also call on Member States to ensure in its compromise text that there be sufficient safeguards to prevent
general and indiscriminate monitoring of communications. We would like to highlight that the technologies at
stake, as well as the conditions for their use, do not provide for sufficient safeguards in order to ensure the
protection of professional secrecy/legal professional privilege and the confidentiality of communications. By
applying to all users and operating an automated analysis of all communications, in a disproportionate manner,
such technologies may enable the flagging and interception of privileged communications shared by clients and
their lawyers, leading to breaches of professional secrecy/legal professional privilege.

As indicated above, the CCBE recognises the addition of the reference to protection of information covered by
professional secrecy, however, the CCBE is not convinced that such protection can be realistically ensured in

practice.

Therefore, the CCBE urges the Presidency to reconsider the proposal and would appreciate if the Presidency
could bring the CCBE’s concern to the attention of the other Member States.

Yours sincerely,

Thierry Wickers
CCBE President



